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Abstract
Information security incidents continue to grow exponentially amidst the development of
advanced technological solutions aimed at protecting information system resources. Today,
the growth in information systems’ breaches remains at an alarming rate. The strategies
developed by malicious users are becoming more sophisticated in nature and are introduced
unabated across various networks. However, security experts and developers are lagging
behind in their response to the information security phenomenon. Today, developing
countries continue struggling to effectively address information security issues and are
becoming the main avenue for cyber criminals who capitalize on the weaknesses that exist in
these regions. An effective response to information security requires a significant amount of
resources. In developing countries there are limited human, financial and technological
resources and weak legislative frameworks and these are fundamental requirements for
combating cyber-crime. One major cyber-crime incident could be catastrophic for businesses
and governments in these small, fragile economies and could have far reaching effects on
their citizens. Knowledge management can be employed to assist in strengthening the
capability of organizations and governments in the development of context-sensitive
information security policies in developing regions. In this paper we present a knowledge
acquisition model that brings together the two most widely adopted standards COBIT,
ISO/IEC 27005 and tacit knowledge that exists in repositories (human) within the
information security domain to support the development of context-sensitive information
security policies. A quantitative methodology was used in the development of an artifact,
preliminary evaluation was done using the informed argument approach and results and
recommendations for future research are presented. This study can add to the limited
literature on the use of knowledge management in the information security domain and the
artifact presented can assist information security practitioners in small/medium-sized
organizations.
Keywords: information security, knowledge management, information security policy, cyber
security.
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Using Knowledge Management to Strengthen Information
Security Policy Development in Developing Countries: Case Jamaica
1. Introduction
Managing information security knowledge aimed at developing and implementing context
sensitive security policies for developing countries as they increasingly participate in the
digital economy. Improving Knowledge Management (KM) capabilities in organizations can
strengthen their policy development capabilities in an environment where the Internet is
becoming the medium of choice for communication. However, parallel to the benefits
offered by the use of the internet are drawbacks. Presently, new and more diverse information
security vulnerabilities created daily and information security breaches continue to occur
unabatedly (Alshaikh, Maynard, Ahmad, & Chang, 2018; Jalali, Siegel, & Madnick, 2019).
There is rapid development of new, evolving and sophisticated cyber weapons and
Developing Countries (DC) are still at the very early stage of developing cyber-defense
(Caldwell, 2013; de Barros & Lazarek, 2019; Gercke, 2011). In the developing regions there
are inadequate cyber-security controls and a scarcity of the knowledge and skills that are
required to develop effective cyber-security strategies (Jenkins, Grimes, Proudfoot, & Lowry,
2014; Khan, Moon, Rhee, & Rho, 2010; Muller, 2015).
The implementation of KM to assist with policy development could result in a more effective
and efficient policy development process. Information security safe-guards are much weaker
in developing regions when compared to developed countries; this makes them the avenue of
choice for cyber criminals who exploit the weaknesses that are present in these systems
(Kshetri, 2010; Schia, 2018). According to Jenkins et al. (2014) users of the Internet in
developing countries are targeted by hackers because of the perception that there are limited
programs to secure cyberspace and there are inadequate laws to enforce cyber security.
Jamaica like other developing countries has limited information security resources (human
and financial) and is lagging behind in enacting the necessary legislations which are required
for the full protection of data and systems. Therefore, KM can bring together the distributed
information security knowledge repositories and the limited information security expertise
that exist in developing countries.
This study makes both theoretical and practical contribution. From a theoretical perspective it
examines how knowledge management processes can assist developing countries with the
management of information security, thus adding to the paucity of knowledge that exists in
literature regarding knowledge management and information security. From a practical
perspective, the proposed knowledge acquisition model facilitates knowledge sharing in the
domain. The knowledge acquired during this exercise can result in improved information
security decision making processes, increased efficiency and strengthen policy development
capabilities. In this study we will look at how knowledge management can be used in
developing countries to develop context-sensitive information security policies. This study
uses a design science research (DSR) approach for the creation and evaluation of the
proposed Knowledge Acquisition Model along with an initial Knowledge Management
Model. Preliminary evaluations of the models are presented with subsequent evaluation to be
done in future research. The rest of this paper is organized as follows: a background to this
research that looks at the state-of-the-art of information security and knowledge management,
the design science methodology used to conduct the study, a Knowledge Acquisition Model
(KAM) that has been developed and preliminary evaluation of the proposed KAM and results
of the initial evaluation are presented in the Knowledge Management Model (KMM).
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2. Background
Success in today’s technologically driven world is partially dependent on effective
information security and the ability to control information (Caldwell, 2013). Effective
information security begins with the development of effective information security policies
which includes guidelines for protecting technical and information resources as well as
monitoring human behavior (Khan et al., 2010; Peltier, 2016). However, the complexity and
dynamic nature of these interconnected systems makes developing information security
policies a challenging task because there are no simple solutions, neither does one size fit all
(Alberts & Dorofee, 2002; Alshaikh et al., 2018; Syamsuddin & Hwang, 2009). Researchers
Jalali et al. (2019) in their study point out that only 19% of chief information security officers
believe that information security incidents are addressed adequately in organizations.
Knowledge in the information security domain is distributed, fragmented and resides in
various repositories. The main sources of information security knowledge reside in explicit
(codified) format in systems and frameworks. However, additional knowledge sources that
are very important to the success of information security are implicit (human) knowledge that
resides in domain experts. Bringing distributed and fragmented knowledge together is
challenging and very costly. No single developing country or organization in these countries
can effectively manage information security because managing information security requires
large amounts of financial and human resources (Ellefsen & Von Solms, 2010; Tu & Yuan,
2014).
2.1 Knowledge Management
Knowledge Management can be described as achieving the best results through maximizing
the use of the organizations knowledge resources within the organization. According to
Alshaikh et al. (2018) knowledge management encourages the “creation and sharing” of
knowledge within an organization to maximize the use of its knowledge resources.
Knowledge management processes can be employed to assist with the development of
context-sensitive information security policies. Knowledge management Systems (KMS) can
be described as flexible technologies that provide a platform for the creation, sharing and
application of related knowledge in organizations (Maier & Hädrich, 2011; Mansingh, OseiBryson, & Reichgelt, 2009). By its very nature a KMS is designed to be a collaborative tool
that supports knowledge management. Knowledge management can result in more effective
and efficient knowledge management processes and improved productivity of “knowledge
work” (Maier & Hädrich, 2011). Knowledge management provides a conduit for codifying
knowledge that is associated with a process. This knowledge is broken down into rules or
related courses of action resulting in a more accurate direction as it relates to procedures or
processes (Turner & Makhija, 2006). Process-related knowledge can be proactively delivered
in its most correct form to the process performer and can be found in things such as
documents, experts and help files just to name a few (Jung, Choi, & Song, 2007). The present
research looks at addressing information security management by applying explicit/codified
knowledge that resides in established frameworks. However, very few researchers have
looked at how knowledge management (KM) processes can be used to assist with the
management of information security (Belsis, Kokolakis, & Kiountouzis, 2005). In this study
we will investigate how knowledge management can assist in the development of effective
information security policies in developing countries.
2.2 Information security
Several information security (InfoSec) standards have been developed to assist with
designing information security policies including security governance guidelines such as
Control Objectives for Information and Related Technology (COBIT), the Capacity Model
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for security (CMM-SEC), Guidelines for Management of IT security GMITS International
Organization of Standards (ISO) and the International Electro-technical Commission (IEC),
Integration Solution Framework (ISF) : ISO/IEC 27001/2, BS7799, PCIDSS, COSO, ITIL,
OPM3, PRINCE2, PMMM, (Blum, 2006; Njenga & Brown, 2008; Palilingan & Batmetan,
2018; Susanto12, Almunawar, & Tuan, 2012; Susanto & Almunawar, 2015). There is also the
Communication and Information System (CIS) Security Capability Breakdown/ Framework
designed to assist practitioners manage information security across the organizations
communication platform (Bernier & Perrett, 2014). However they are not widely adopted,
with the highest adoption rates ranging between 6% - 26% for COBIT and ISO/IEC 27002
(Susanto12, Almunawar, & Tuan, 2011; Susanto12 et al., 2012). The low adoption rate is
attributed to multiple factors including complexity, certification requirements, lack of
resources, difficulty in understanding and implementing the guidelines, culture and the lack
of trained personnel (Susanto12 et al., 2011, 2012; Tunçalp, 2014; Von Solms, 2005).
Despite the continuous increase in security breaches many security tools / guidelines remain
underutilized by practitioners (Witschey et al., 2015). Making decisions regarding the
security of an organization’s information resource is a very important issue and could be the
difference between secured and vulnerable systems.
In May, 2019 the General Data Protection Regulation (GDPR) implemented its new
regulation. While some of these requirements are not entirely new it however, in the new
implementation processing personal data without consent is unlawful. Therefore, it is
imperative that governments and organizations align their information security policies aimed
at preventing these types of breaches. These new legislation has far reaching implications
because they are applicable worldwide and applies to any jurisdiction that does business
directly with countries within the European Union or its uses its citizens personal data. The
GDPR implementation of May, 2019 makes it even more important that organizations in
developing countries like Jamaica implement policies aimed at meeting these information
security requirements.
2.3 Knowledge Management and Information Security
Effective management of information security depends on knowledge (past and present) from
an organizational context along with trends in technology (Belsis et al., 2005). Managing
various types of knowledge in organizations has been investigated, however not much
attention is given to knowledge management from an information security knowledge
perspective (Belsis et al., 2005). There is a limited and an incomplete representation of
systematic documentation of information security knowledge at the management level that
outlines how this knowledge contributes to the information security experts’ work (Belsis et
al., 2005; Fenz & Ekelhart, 2009). A few researchers have looked at knowledge and
information security; however, there is paucity of study that investigates how knowledge
management can strengthen information security in organizations that are constrained
because of their lack of or limited resources.
Researchers (Kesh & Ratnasingam, 2007) proposed an information system knowledge
architecture (ISKA) that is aimed at capturing “time-invariant” knowledge at the high level
and provides a framework for organizational knowledge to be dynamically captured. The
proposed ISKA is the first step in the acquisition of information security knowledge and
provides a medium for organizations to capture initial knowledge and incrementally update
this knowledge based on the needs of the organization. The ISKA applies the knowledge
management principles and uses primary and secondary interfaces to connect all the
components of KM. The primary interfaces are concerned with the relationship between
4

components such as knowledge dimensions, knowledge characteristics, knowledge resources
and the relevant stakeholders. The secondary interfaces are only concerned with the
knowledge components. The study proposed that implementation of their proposed
architecture would require that knowledge architecture be developed for each group of
stakeholders.
Researchers (Fenz & Ekelhart, 2009) proposed an information security ontology that models
the information security knowledge that is encoded in the German IT Grundschutz Manual
and the ISO/IEC 27001 standard. This ontology uses the OWL-DW W3Web ontology
language standard to model the relationships between the organization’s information
resources (assets) and their vulnerabilities. The aim of this study was to propose a structure
that could support the information security risk management but provide a general model
that could support the information security domain including the infrastructure. The
researchers pointed out that previously proposed information security ontologies were very
limited in their scope and suggested that future studies could look at expanding the scope.
A study of knowledge management for information security done by (Belsis et al., 2005)
sought to identify the primary sources of information security knowledge. This study
conducted field research aimed at identifying the main sources of information security
knowledge. The three core areas relating to information security knowledge that were
identified are the strategic, tactical and operational levels. The researchers suggested that the
operational level is considered to be the greatest source of information security knowledge.
In the study the researchers identified that the most relative sources of information security
knowledge within an organization are at the strategic, tactical and operations levels.
A structural framework was developed that comprised three layers namely: policy, guidelines
and measures. This framework was used develop a model that represents the logical flow of
information security knowledge in organizations. This knowledge can be used to develop
context-sensitive information security policies. The researchers point out that capturing and
documenting knowledge relating to information security remains an “ad hoc” process and
controlling information security knowledge remains “unobtrusive” in most organizations.
Researchers suggested that there is a need for research that looks at the use of knowledge
management and information security as presently, information security scholarships are
limited mainly to documents / framework (Belsis et al., 2005). Information security policies
can be describes as a “means to an end” therefore, it should be viewed beyond the protection
of data on a device, and policies should incorporate the organizations assets both internally
and externally (Peltier, 2016).
In this study we extend / build on the study presented by (Belsis et al., 2005) and we propose
a knowledge acquisition architecture/ model that uses the knowledge management principles.
We distill the two most widely adopted information security standards namely: COBIT and
ISO/IEC 2005 with the Value Focused Thinking (VFT) technique that facilitates the input of
the decision maker. The proposed Knowledge Acquisition Model (KAM) provides a medium
for the combination and codification of explicit/ codified knowledge that exist in the
information security frameworks and implicit/tacit knowledge of domain experts.
Information security experts / practitioners posse tacit knowledge (“cognitive and technical
elements”) acquired through previous problem solving methods and practical experience.
Explicit information security knowledge exists in various forms of documents (frameworks,
manuals and handbooks etc.). The amalgamation of tacit of information security knowledge
that resides in human repositories and explicit (“articulated, codified and communicated”)
5

could yield more efficient and effective output. Using knowledge management technologies,
“Codifiable” process-oriented knowledge can be broken down into rules or related courses of
action and can result in accurate procedures being followed (Turner & Makhija, 2006).
Process-oriented knowledge if proactively delivered in its most correct form to the process
performer can result in increased efficiency therefore improves the usability of the
organization’s knowledge assets (Jung et al., 2007).
The proposed KAM brings together tacit knowledge of domain experts and process - related
knowledge taken from the ISO 27005 and the COBIT standards. The explicit knowledge
from the COBIT and ISO /IEC 27005 will be distilled along with the VFT approach that
facilitates the decision maker and domain experts input. Design Science is ideal for this study
because it provides a framework for the utilization of existing knowledge and the addition of
proven knowledge management concepts extending the literature while providing a model
aimed at solving a real world problem. In this study we present a model that applies the
knowledge management concepts to the information security domain. The results suggest that
implementation of knowledge management techniques in the information security domain
could strengthen information security policy development capabilities in cases where there
are limited resources such as developing countries. The KAM presented can assist in the
development of context-sensitive information security policies. Design science research
contribution can be significant and publishable if what is presented is “new” because
although the artifact presented may be incremental the practicality of its application can
complement the contribution to knowledge (Gregor & Hevner, 2013).

3. Research Methodology
A qualitative approach was used to conduct this study. Design science is a technologyoriented paradigm which has its foundation in the sciences and engineering and is central to
what information system practitioners and researchers do (Hevner & Chatterjee, 2010a).
According to (Nugrahanto & Morrison, 2008; von Alan, March, Park, & Ram, 2004) the
generally accepted activities in design science are to build and evaluate, where building looks
at the development of an artifact to meet specific requirements and; evaluating is concerned
with how well they achieve the intended purpose and contribute to knowledge. Design
science brings together technology-based artifacts that can be classified as instantiations,
constructs, methods or models (Golding & Donaldson, 2009). Design science (DS) aims to
simplify a problem and build artifacts that are referred to as human-machine with the intent
of “supporting operations, management, analysis, and decision-making activities” in
organizations (Hevner & Chatterjee, 2010b). DS research aims to build/develop improved or
new solutions in a problem domain when the application’s context is unclear, unknown or
where solutions are not optimal (Gregor & Hevner, 2013).
3.1 Design Science Research Guidelines
Researchers (Hevner & Chatterjee, 2010b; Peffers, Tuunanen, Rothenberger, & Chatterjee,
2007) point out that design science research (DSR) aims to develop useful technological
solutions based on business requirements aimed at: (a) Producing artifacts that are
“implementable” and which provide solutions for unsolved problems. (b) Applying rigorous
methods both in the construction and evaluation of the artifact. (c) Facilitating the search
process, for unearthing a solution for a problem. Therefore, producing “effective design” will
depend on knowledge of both the application and the solution domains. (d) Constructing an
artifact that can be evaluated as the output. (e) Evaluating the design of the artifact. An
artifact is “complete and effective” if it meets the requirements and produces the intended
solution to the relevant problem. (f) Communication of research results.
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Guideline
Identification and clear
organizational, IT problem

description

of

a

relevant

Activity of this Research Project
Information security is a growing problem worldwide and
organizations in developing countries are struggling to
address the problem because of the lack of the required
resources (human, financial).

Demonstrate that no adequate solution exist in the extant IT
knowledge-base

Several information security guidelines/standards have been
developed however, they are costly, difficult to implement and
often require certain expert skillsets in quantities and at levels
that are not easily attained by organizations in developing
economies. The adoption rates of these standards remain
extremely low.

Development, and presentation of a novel IT artifact
(constructs, models, methods or instantiations) that addresses
the problem

In this research we present a conceptual Knowledge
Acquisition Model (KAM) for strengthening the development
context-sensitive information security policies.

Rigorous evaluation of
assessment, of its utility

For this stage of the research program, the conceptual KAM is
presented along with preliminary results from a knowledge
management model outlining the results obtained from the
output attained from the initial Knowledge Management Model
(KMM).
The Definition and illustration of an appropriate conceptual
knowledge acquisition model that uses knowledge
management concepts in the information security domain to
strengthen information security capabilities in organizations in
the development of context-sensitive information security
policies. This adds to the limited knowledge available in
relation to the use of knowledge management in the
information security domain and practitioners can utilize this
method to share and manage information security knowledge
within organizations
Utilization of established techniques to define the conceptual
knowledge acquisition Model that is consistent with the
previously proposed Hybrid VFT/Delphi Framework (Maitland
& Osei-Bryson, 2014), and A Conceptual Data Model for a
Domain Knowledge Base (Barrett-Maitland et al., 2015), and
the justification of this ‘solution’ framework.

the

IT

artifact

enabling

the

Articulation of the value added to the IT knowledge-base and
practice

Explanation of the implications for management and practice

Table 1: Application of the design science methodology to this study based on
recommendations outlined in (Gregor & Hevner, 2013)
In this study we present an example using a use case. We then developed a conceptual
knowledge acquisition model (KAM) see Figure 1. The KAM brings together explicit
knowledge in the two most widely adopted security frameworks / standards: COBIT and the
ISO/ IEC 27005, and the Value Focused Technique. Figure 2 presents preliminary results of
the knowledge management model (KMM) that is being developed based on the KAM
presented in Figure 1.

4. Results
In this section we present a use case, a conceptual knowledge acquisition model (KAM), for
the development of a knowledge management model (KMM). A sample of the metadata
generated after interaction with the KAM is presented in Table 2. In Figure 2 we present a
sample of the implementation description of the suggested policies generated by the proposed
Knowledge Management Model (KMM). The proposed KAM model can strengthen
information security policy development capabilities of organizations in developing countries
as it facilitates the development of context-sensitive information security policies.
4.1 Use Case
A small business that sells organic products in Jamaica is expanding its reach to the
Caribbean and North America. The company wants to allow customers to interact with the
system electronically via the Internet; this includes establishing a social media presence.
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However, the company is aware of the vulnerabilities that this digital expansion can create
and is keen on securing its copyrights and trade secrets. The company intends to offer
delivery services via a courier or customers may pick-up orders at the nearest location.
Presently, a manual system is used for recording and keeping these records and they are
classified as normal, sensitive and extremely sensitive. The present business processes do not
require a formal information security policy document. There are three categories of users;
senior management, supervisors and line workers. Customers can make orders, view
available stock items and request information such as balances, order details, prices. This
company will also advertise its products and services and provide basic information regarding
the services offered. One very important aspect of this venture is the development of a
formal information security policy that will govern interactions of staff at all levels, with
other internal stakeholders and with the various publics.
Building on work presented by Belsis et al., (2005) where the tactical and operational levels
were identified as the main sources of information security knowledge in organizations’. In
Figure 1 we present a conceptual knowledge acquisition model (KAM) for the acquisition of
knowledge with a focus on the strategic and operational levels. In table 2 we present a sample
of some of the metadata that would be generated after interaction with the KAM. In figure 2
we present output from the knowledge management model that outlines the initial procedures
and information that would be generated based on the initial knowledge updated from
information security frameworks and other sources of knowledge via the KAM. As pointed
out in work done by (Belsis et al., 2005) the strategic and the operational levels are the most
valuable sources of information security knowledge. The strategic level will inform policy as
it outlines the information security policies and procedures that should be followed for the
implementation of these policies. The operational level consists of knowledge repositories
such as domain experts (implicit) and explicit sources of knowledge such as frameworks,
documents and other system resources.

Figure 1: The proposed conceptual knowledge acquisition architecture / Model (KAM)
The conceptual KAM presented in figure 1 brings together the information security control
objectives detailed in the COBIT framework and the implementation procedures outlined in
the ISO/ IEC 2007 along with the Value Focused Thinking (VFT) objectives and suggestions
of domain experts, decision makers and other information security stakeholders. The COBIT
and ISO/IEC 2007 standards are the two most widely adopted information security standards
as outlined in the previous sections of this study. The KAM provides a medium for
strengthening information security policy development as it capitalizes on the strength of
each framework. Researchers (Von Solms, 2005) point out that the COBIT framework,
though described as a well-researched framework, is not widely adopted because of
8

challenges it poses for information security practitioners. The COBIT framework by its very
nature is difficult to implement as it mainly focuses on “what” should be done. On the other
hand the ISO/IEC 2005 is described as the practitioners’ handbook as it focuses on “how”
things should be implemented. The low adoption rate is attributed to its stand-alone nature
and the difficulty to integrate it with other systems. The KAM combines the strength of both
frameworks and utilizes the VFT methodology to incorporate the domain experts (decision
makers) as part of the development of a context-specific information security policy. The aim
of KAM is to provide a medium for the combination of explicit and implicit knowledge in a
manner that can result in a more efficient and effective process of knowledge acquisition,
resulting in the strengthening of the information security policy development process.
Responsible
Team
Management
team

Designated
information
security
officer
Chief
information
security
officer

Chief
information
security
officer

Strategic

Operational

Information security is to
protect the organization’s
information
assets
from
unauthorized use.
Outlines commitment and
support that the organization
will provide to enable the
achievement of information
security objectives / goals.
Controls objectives,
objectives risk assessment
and management.

An information security document that is aligned with the strategic objectives
of the organization and lines up with the laws and regulations of the data
protection act/ policy must be developed.

Outlines requirements for
compliance with legislation
and contractual requirements
(JDPP, GDPR).
Outline
the
business
continuity plan and how it
should
be
managed.
Determines consequences of
information security policy
breaches.

Updates the information security document with the information that outlines
management’s commitment to the information security process.

Outlines how external stakeholders will interact with the organization’s
information assets. Determines how information from external sources is
handled (stored, cleared) and updated to the system. Controls the
verification process for transactions to identify the accuracy of transmitted
information (or identify if breaches have occurred. Outlines protocol for
accessing and managing the information assets (copying, sharing/ disclosing
of companies information. Determines access control policies:
Identification requirements for entering controlled environments
Clearly document the acceptable use of company/ organization’s information
assets.
Provides documented policies that state the organization’s compliance with
regulatory legislations and its contractual agreements. Outlines the business
continuity plan example: If there is a natural disaster, fire and any other
unforeseen circumstance what is the procedure that must be followed to
ensure the business’ information assets are protected/ secured? If an
employee resigned or is terminated what should be done regarding access
to information assets? When should users’ access rights be terminated,
denied or removed etc.? What are the disciplinary procedures for breaches?
The protocol for returning company assets (Identification cards and access
chits etc.)

Table 2: Sample metadata after interaction with the KAM

Figure 2: Proposed knowledge management model (KMM)
4.2 Preliminary Evaluation of the Artifact
Maes & Poels (2006) presented an assessment framework based on Seddon’s re-specified
information systems success model (Seddon, 1997) which acknowledges quality as an
antecedent to system’s success. This model identified four interconnected construct
categories as necessary to assess the quality of an artifact:
o Perceived semantic quality describes the correspondence between the information that
users think the model contains and the information that users think the model should
9

contain, based upon their knowledge of the problem domain (Krogstie, Lindland, &
Sindre, 1995).
o Perceived usefulness relates to “the degree to which a person believes that using a
particular system has enhanced his or her job performance” (Davis 1989).
o User satisfaction is a subjective evaluation of the various consequences evaluated on a
pleasant to unpleasant continuum (Seddon 1997).
o Perceived ease of use refers to the extent that the user believes using the system would
require little effort (Davis, 1989) or perceived as being difficult to use (Moore &
Benbasat, 1991).
In Table 3 we present the results of the use of an informed argument approach to conduct a
preliminary evaluation of our proposed Conceptual Knowledge Acquisition Model based on
the Maes & Poels (2006) framework. This evaluation aims to analyze the benefits of the
application of knowledge management to the information security domain and its usefulness
in this environment. In Figure 2 we present preliminary results of the proposed knowledge
management model (KMM) developed based on the KAM.
Category
Perceived
semantic
quality

Activity
A Hybrid Value Focused Thinking (VFT) /Delphi methodology proposed by (Maitland & Osei-Bryson, 2014)
aims to provide knowledge management support for the elicitation phase of the knowledge acquisition process.
A Conceptual Data Model (CDM) proposed by (Maitland, N., Osei-Bryson, K. M., and Mansingh, G. 2015)
that compared and combined the equivalent factors of the IS security frameworks ISO/IEC 27001/5, COBIT
along with the fundamental objectives of the VFT approach these were identified and modeled. Given that
the KAM is based on the integrated combined knowledge of established / information security frameworks and
previously proposed Information Security Domain VFT models that contain desires of decision makers, then the
corresponding should contain the information that users think it should contain.
Given that the KAM is based on explicit knowledge/information expressed in established frameworks and
provides a medium for querying the corresponding Knowledge Management Architecture, then use of the KAM
should result in improved performance by stakeholder. The proposed KAM uses knowledge management-based
process that could assist stakeholders to develop context-sensitive information security policies.
Given that stakeholders may be at different levels of knowledge and competence with regards to information
systems security, and limitations on human’s ability to recall all relevant information, then stakeholders
should be satisfied to have access to relevant information that would be contained in the knowledge
management system which is based on the KAM.
The stakeholders would not be interacting directly with the KMS but rather through software facilities
including those provided by the knowledge management system.

Perceived
usefulness

User
satisfaction

Perceived
ease of use

Table 3: Application of the information system success model to the KAM

5. Conclusion and Future Work
In this research we have proposed a conceptual KAM for information security knowledge
management that aims to assist developing countries in strengthening and managing
information security policy development. Bringing together the various sources of knowledge
can result in a more robust framework for developing information security policies. The
knowledge acquisition model brings together both explicit and tacit knowledge sources,
explicit knowledge that is embedded in the most widely adopted standards COBIT and
ISO/IEC 27005 along with tacit knowledge of the information security experts. Preliminary
results reveal that knowledge management practices could assist in the development of
context-sensitive information security policies. Future components of this research program
will involve the development of a software system followed by the evaluation of the system.
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